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Security Metrics ςSo What?

ÅWhy are we gathering metrics?

ÅWho are we gathering these metrics for?

ÅWhat will we do with the metrics, once 
we have them?
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L¢ {ŜŎǳǊƛǘȅΩǎ Wƻō 5ŜǎŎǊƛǇǘƛƻƴ

Minimize Security Risk

&

Maximize Business Value

Business and security metrics are needed to 
demonstrate and communicateboth objectives.
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Presentation Outline

ÅIntroduction Exercise

ÅBe More Effective

ÅDemonstrate Security Value

ÅConclusion
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LŦ ¸ƻǳ ²ŜǊŜ ŀ /ChΣ /hhΣ ƻǊ 9ȄŜŎΧ

ÅThis is the language you would speak:

ïDiscount Rate

ïLeverage Ratio

ïCovenants

ïNet Debt Free Cash Flow

ï9.L¢5!Σ 9t{Σ .ŜǘŀΣ ŜǘŎΧ

If this sounds like a foreign language, imagine 
Ƙƻǿ ǘƘŜȅ ŦŜŜƭ ǿƘŜƴ ǿŜ ǳǎŜ L¢ ǎŜŎǳǊƛǘȅ ǘŜǊƳǎΧ
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Which Statement is Better?

A.  We have 2,300 CVSS severity 4 or 5 
vulnerabilities on our 400 Windows Servers.

B. The IT systems that generate 30% of our 
revenue have critical security vulnerabilities.

Answer - B. 88.7% of the time (just kidding).  

The correct answer depends on the result.  Are 
you trying to convince a CSO, CIO, or the Server 

Admin to take action?  Does it matter?
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Presentation Outline

ÅIntroduction Exercise

ÅBe More Effective

ÅDemonstrate Security Value

ÅConclusion
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Choose Wisely

Security 
Metrics

Business 
Metrics

Useful Metrics 
(for your intended audience)
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Example: Risk & Revenue
ÅΨ.ǳōōƭŜǎΩ ǊŜǇǊŜǎŜƴǘ 

business units (BU).

ÅSize of the bubble 
represents the BU 
percentage revenue ($).

ÅNIST Risk Methodology 
(tech scans & audits).

IT systems that generate 
30% revenue has critical 
vulnerabilities and risk.  
Does this make business 
sense?

Low Risk Medium Risk High Risk

This BU generates 30% of revenue, but it has high risk.  
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Example: Escape Fire Fighting Mode

ÅPCI compliance scans from 
Qualys.

ÅResults grouped by operating 
system or asset type.

For this client, the typical 
approach to PCI compliance is 
to mitigate each vulnerability 
one by one.
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Example: Escape Fire Fighting Mode

ÅSame Qualysdata as before, 
but now grouped by 
vulnerability type.

Is there a strategic solution 
here?  Can the client focus on 
preventing these common 
vulnerabilities from happening 
in the first place?
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Example: Naughty Business Unit

ÅWedges represent labor hours 
for fixing security vulnerabilities 
for each Business Unit.

ÅLeverage any vulnerability 
scanning tool.

ÅLink with estimates for 
remediation, Remedy trouble 
tickets or a timesheet system.

If the LA Office has the most IT 
systems, why is so much time 
spent on Boston?  Does it have 
more vulnerabilities?  

Boston

Los Angeles

Austin

New York
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Example: Risk Reduction Per $

ÅΨ.ǳōōƭŜΩ Ŏŀƴ ǊŜǇǊŜǎŜƴǘ 
any business metric.

ÅDemonstrate changes 
in risk over time 
(trending).

We can calculate the 
changes in risk and costs 
to show how effective 
investments in security 
reduce risk.  Or how 
reducing investments in 
security increaserisk.

Year 1

Year 2

Year 3
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Example: Risk Reduction Per $

Demo of Risk Trending
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Example: Prove Cost Savings

ÅWeb Servers required 
1,034 labor hours to 
mitigate vulnerabilities.

ÅMail Service 
vulnerabilities required 
1,014 labor hours.

ÅTotal is 2,048 hours.

ÅAssume the average 
labor hour is $100/hr.

Web  Servers

Mail Services
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Example: Prove Cost Savings

October 2009 January 2010

Implement training and 
awareness to system admins
to prevent vulnerabilities with 
change control and patching 
processes.  

ÅHours = 2,048

ÅLabor Cost = $100/hr

ÅTotal Cost = $20,480

Scans for this quarter show 
that vulnerability count has 
decreased by 40%.  As a result 
labor hours have also 
decreased by approx 40%

ÅHours = 1,200

ÅLabor Cost = $100/hr

ÅTotal Cost = $12,000

Estimated Cost Savings = $8,480
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Example: Prove Cost Savings

October 2009 January 2010

CLOSED PENDING OPEN
NOTE: These graphs represent compliance findings and tasks.  A similar exercise can be done to show improvements in 
compliance and audit mitigation costs.
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Example: Align With The Business


