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Join ISSA Sacramento

You don't have to be a member

to come to our meetings and

workshops, but members also

enjoy discounts, networking,

career growth, and many other yne in Sac-
benefits. See our membership (g mento
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coming primary elections. It

seems we'll be assaulted with
political ads for at least a few

more days. So you'll have to
forgive me for delivering
my own election message...

By now, ISSA members

should have recieved a ballot

for the ISSA International
Board elections (This ballot

(SPEASE SPEAKS)

should have been sent to

your email address of record).
This year you'll be selecting a

President and five directors.
Fortunately, you won't see

any attack ads or fear monger-
ing, but the choices you make
are important to the direction

of ISSA.

“You won't see
any attack ads or
fear mongering,
but the choices
you make are
important to the
direction of
ISSA.”

Please participate in the

If you've received your ballot, MOst civil election of the
please vote. And if you have- Year!

n't received a ballot, please
contact ISSA International

and ask them to send one to

you.

— Kevin Spease
prez2010@issa-sac.org

RECENT SECURITY NEWS

June 4, 2010. Adobe reports
“another ‘critical’ flaw” in
Flash and Acrobat that
could “let attackers take
control of people’s com-
puters.” Exploits are in the
wild but no official patch is

yet available. (Frankly, this is

getting ridiculous.) Here's
the URL of the advisory:
http://www.adobe.com/
support/security/advisories/
apsal0-01.html

Here’'s some advice about
configuring Acrobat: http://
blogs.adobe.com/

adobereader/2010/04/

didier_stevens_launch_functi June 2, 2010. Defcon confer-

on.html

June 3, 2010. June 8 Patch
Tuesday to be a doozy.
Microsoft will issue 10 bulle-

tins addressing 34 vulnerabili-

ties affecting IE, Windows
and Office. Have fun, all you
sys admins.

http://blogs.technet.com/b/
msrc/archive/2010/06/03/
june-2010-security-bulletin-
advance-notification.aspx

ence program includes
demo of Android phone
rootkit.

Rootkit capable of reading
text messages, making long-
distance calls, reporting de-
vice’s location. Bad luck, all
you early adopters!

http://www.zdnet.co.uk/news/
security-
management/2010/06/02/
researchers-to-demo-rootkit-
on-android-phone-40089112/

CALENDARS OF RELATED GROUPS OF
INTEREST

ISACA Sacramento:
www.isaca-sacramento.org/
isacasaconline/Calendar/
tabid/62/Default.aspx

PMI Sacramento :
www.pmi-svc.org/calendar.
cfm

InfraGard Sacramento An-
nouncements;

www.infragard.net/chapters/

sacramento/announcements.

php?mn=1

HTCIA Calendar:
www.htcia.org/calendar.
shtml

OWASP:
www.owasp.org/index.php/
Sacramento

ISSA-Sac Needs a
Place to Hold
CISSP Review

ISSA-Sac is planning to hold
a low-cost CISSP review
seminar sometime soon, but
we need a place to hold the
class. If you have an idea for
a place, please contact Dean
Hipwell at dhipwell@issa-
sac.org .
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Job Opportunity

Must have CISSP.

CCSE desired.

CCNP would be nice.
Necessary skills:

Strong knowledge of
Cisco SAFE security ar-
chitecture

Strong knowledge of Se-
curity best practices
Strong knowledge of fire-
walls (Cisco ASA), IPS,
HIDS, VLANs

Previous experience with
security assessments and
developing security reme-
diaion documents (gap
analysis

Contact Evelyn Milani
<emilani@istaffweb.com> for
more info.

JOB OPENING

Sr. Network Security Engi-
neer, Contract to Hire

Duties include overseeing and
approving the development,
implementation, and mainte-
nance of a comprehensive, in-

formation security program, as
required by the Gramm-Leach-

Bliley Act (GLBA) using ap-
propriate administrative, tech-
nical, and physical safeguards
based on the size, complexity,
nature, and scope of the com-
pany’s operations.

Desired certifications:
CISSP, GIAC, CISM, CCSP,
ISSMP

Contact Cami Pascuzzi
<cami@sapphire.com>
916 273 4562

Don’t forget to
RSVP for
ISSA-Sac.org
meetings!
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New Information Security Leadership Academy at
Sacramento State University

California’s Chief Infor-
mation Security Officer
Mark Weatherford says
"There are many gifted peo-
ple in the world with wonder-
ful technical talents but the
paucity of those able to suc-
cessfully lead [security pro-
grams] is the primary cause
of security issues in many
companies.”

To meet this need, the Cali-
fornia Office of Information
Security, the College of Engi-
neering and Computer Sci-

will focus on teaching leader- phy, the certificate program
ship as well as information  will help to improve stu-
security skills. dents’ strategic planning
capabilities, management
The issues taught include de- practices and most impor-
veloping and enforcing secu- tantly, communication tac-
rity policies and procedures; tics — all of which will as-
implementing and overseeing sist them in fully supporting
security awareness programs their organization's mission
business continuity and disas and goals.
ter recovery plans; risk man-
agement; and applicable in-
dustry and governmental
compliance issues.

Sacramento State’s program
is 84 hours beginning Sep-
tember 13, 2010. Applica-
tions are due August 13,

The Office of the State Chief 2010.

ence, and the College of Coninformation Officer recently

tinuing Education at Sacra-
mento State are working in

partnership to provide a com-

prehensive certificate pro-
gram designed specifically
for experienced public and

published an update to the
California Information Tech-
nology Strategic Plan for csus.edu/isla and complete
2010, which states, "Modern the online application by
technology governance is no August 13, 2010. But don't
longer just about technology; wait, classes fill quickly!

For course descriptions and
to apply, go to www.cce.

private sector security profes-it is about effective leadershig

sionals moving into leader-
ship positions. The Informa-
tion Security Leadership
Academy certificate program

in managing the use of tech- For more information, con-
nology to meet an organiza- tact Sidra Zumot at (916)
tion’s business needs." In line 278-4551 or zumots@csus.

with this leadership philoso-

edu.

CLOUD LEADERSHIP FORUM: FREE ADMISSION ...

f you are a senior level ex-

ecutive (“ClO, CSO, CISO,
VP, etc., or the equivalent”),
and if you are “involved in
the purchase, evaluation or
recommendation of IT or se-
curity products and services”,
or “responsible for security
policy within your organiza-
tion”, and if you meet some
other secretive criteria
“available upon request” (“we
thank you for your under-
standing as we maintain the
quality of this audience”),
then IDG wants to offer you a
complimentary registration
(“typically a $900 value”) to
the “Cloud Leadership Fo-
rum” taking place June 13-15

IF You ARE C-LEVEL

in Santa Clara. To take advar rity Officer, Mark

tage of this offer, visit http://
www.cloudleadershipforum.
com/assocreg and reference
priority code ISSACOMP, or
contact Mary Conroy at
mconroy@idgenterprise.com
if you have any questions.

But, frankly, if you have such
an important position, do you
really have time to drive all
the way to Santa Clara for

Weatherford. Visit issa-sac.
org to RSVP.

InfraGard Hospital
Cyber Terrorism
Seminar & Exercise,
August 5th and 12th,
Respectively

some 3-day “conference” like |SSA-Sacramento is con-

your time and come to the
next ISSA Chapter meeting,
Friday, June 18, from 11-1,
where you can meet Califor-
nia’s Chief Information Secu-

exercise.

If you are interested, con-
tact Kevin Spease at
prez2010@issa-sac.org




